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Comprehensive DevSecOps with Red Hat

Secure open hybrid cloud technologies Enhance and extend
l | | \
Red Hat Partner ecosystem
!nfrastructure Certified containers and operators
Container and kubernetes o
: Secure the entire lifecycle
Automation and management A . .
Application development utomate security operations center
PP IBM collaboration

Hosted offerings

Culture, process, and implementation

Red Hat Consulting | Red Hat Open Innovation Labs | Managed services & partner consulting | Managed services

Red Hat Training and Certification



DevSecOps Culture

“Culture eats strateqy for breakfast”
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Training Risk Focus Speed and Accuracy Balance
Train developers on secure Focus on Critical & High Look for the most optimal
coding practices. vulnerabilities. Trying to balance of accuracy, speed,
OWASP Top 10, CVE, CWE. resolve every vulnerability is and efficiency in your
not practical and a time sink. environment.

&= W

Transparency Shared Goals Automate Security Security Expertise
Eliminate silos. Promote Everyone is responsible for Automate security at every Integrate security staff into
collaboration and teamwork. security. Define and measure point in the lifecycle without the DevOps teams with a core

Provide visibility into Ops KPIs throughout the pipeline. sacrificing speed and agility. responsibility for DevSecOps
tools. Transparency = Trust. expertise and ownership.

& RedHat
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Reduce Application security
issues discovered in test and
production

#securitysymposium

Shared Goals / KPls

[

Percentage of deployments
stopped due to failed policies

Time to fix security issues



evSecOps
Framework = Complince | NetworkControls

Categories
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DevSecOps
-ramework
Methods
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Application Analysis

SAST, SCA, IAST, DAST,
Config Management,
Image Risk

Compliance

Regulatory Compliance Audit, Compliance
Controls/Remediation

Data Controls
Data Protection and Encryption

Audit & Monitoring

Cluster Monitoring, SIEM, Forensics

|ldentity & Access Mgmt

Authn, Authz, Secrets Vault, HSM,
Provenance

Network Controls

CNI Plugins, Network Policies, Traffic
Controls, Service Mesh, Visualization,
Package Analysis, APl Management

Runtime Analysis & Protection

Admission Controller, Application Behavior
Analysis, Threat Defense

Remediation
SOAR, Automatic resolution

Platform Security

Secure Host, Container Platform, Namespace, Isolation, k8s & Container Hardening



Partners &
Use Cases

Partners Extend and
Enhance Red Hat
functionality to
Secure the entire
DevOps Lifecycle

and
solve critical use cases
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Application Analysis
SAST, SCA, IAST, DAST, Config Mgmt, Image Risk

Compliance
Requlatory Compliance Audit & Controls

Data Controls

Data Protection and Encryption

Audit & Monitoring

Cluster Monitoring, SIEM, Forensics

e CYBERARK' &_)sysdig

TIGERA

‘ Red Hat
Advanced Cluster
Security
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NETWORKS

@ snyk Zettaset

|ldentity & Access
Authn, Authz, Secrets Vault, HSM, Provenance

Network Controls

CNI, Policies, Traffic Controls, Service Mesh,
Packet Analysis, API, Visualization

Runtime Analysis
Admission Control, Behavioral, Threat Defense

Remediation
SOAR, Automatic resolution

Jaqua SYNOPSYS

@ NeuVector

% Lacework

& RedHat Platform

Secure Host, Container Platform, Namespace Isolation, k8s & Container Hardening



DevSecOps Lifecycle and Security Methods

& RedHat

CodeReady
Context </>Source

Tools
IDE
Security ea
Methods SAST
Authn / Authz
Secrets Vault
Categories
Application Analysis
Identity & Access
Compliance

Network Controls
Data Controls
Runtime Analysis
Audit & Monitoring
Remediation

Platform Security
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Source Code
Management

SCA
SAST
Config Management
Authn / Authz
Secrets Vault

‘ Red Hat
Quay
Image
Binary
Repository
Build
Automation
SCA
Authn / Authz
Secrets Vault
SCA
Image Risk

Config Management

SAST
IAST
DAST

Authn / Authz

Secrets Vault

Provenance
Compliance Audit

Network Policies

Red Hat
OpenShift

Container

Container Container
Registry Orchestration
Automation
SCA
Image Risk
Authn / Authz
Secrets Vault
HSM
SCA Compliance Audit
Image Risk Compliance Controls
Authn / Authz

Secrets Vault

CNI Plugins
Network Policies
Data Encryption
Data Protection

Monitoring

Container Platform

Isolation

Cluster

& RedHat

Ansible Automation
Platform

Ve
DAST

Config Management
Authn / Authz
Secrets Vault

HSM
Compliance Audit
Compliance Controls
CNI Plugins
Network Policies
Traffic Controls
Service Mesh
Network Visualization
Packet Analysis
APl Management

~
Data Encryption

Data Protection
Admission Control
Behavioral Analysis

Threat Defense

Monitoring
SIEM
Forensics
SOAR
Auto Resolution
Secure Host
Container Platform
Isolation

Cluster Hardening

& RedHat



Joint Solution: TEMPLATE (w/ACS)

SCA

Image Risk

Phase

‘ Red Hat
CodeReady

Context </>Source

Tools

Categories:
Application Analysis
Identity & Access
Compliance
Network Controls
Data Controls
Runtime Analysis
Audit & Monitoring
Remediation

Platform Security

IDE

SCA
SAST
Config Management
Authn / Authz

Secrets Vault

SCA
SAST

Config Management

Authn / Authz

Secrets Vault

Source Code
Management

& RedHat

SCA
Authn / Authz

Secrets Vault

Config Management
Authn / Authz
Secrets Vault

HSM

& RedHat

Compliance Audit
Compliance Controls
CNI Plugins
Network Policies
Data Encryption ‘ RedHat
Data Protection
Monitoring
Container Platform

Isolation

& RedHat

Quay

[E]Image

& RedHat
OpenShift

@Container

Binary
Repository

Build
Automation

SCA
SAST
IAST
DAST

Image Risk

Config Management
Authn / Authz

Secrets Vault

Provenance

Compliance Audit

Network Policies

Container
Registry

Automation

SCA
Image Risk
Secrets Vault
Authn / Authz

Container
Orchestration

& RedHat

& RedHat

& RedHat
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Cluster
f ? Red Hat
‘ Ansible Automation
Platform
' N
DAST Data Encryption
Config Management Data Protection
Authn / Authz Admission Control
Secrets Vault Behavioral Analysis
HSM

Compliance Audit
Compliance Controls
Network Visualization

Network Policies

Traffic Controls
Service Mesh
CNI Plugins
Packet Analysis
AP| Management

Threat Defense
Monitoring
SIEM & RedHat
Forensics
SOAR
Auto Resolution
Secure Host
Container Platform
Isolation

Cluster Hardening



Compliance Audit

Red Hat, ACS, Zettaset, CyberArk, Synopsys
DevSecOps Solution

Compliance Controls
CNI Plugins

SCA & RedHat Network Policies
Image Risk Data Encryption -
\ \/Q° SCA S‘/"UPS‘/S Config Management Data Protection —ettaset
SanPS/S SAST Authn / Authz
Config Management SCA

c CYBERARK

Logging
Secrets Vault Container Platform ‘ RedHat
Secrets Vault Secrets Vault e CYBERARK HSM Isolation
J
Phase Test Release Deploy Operate Monitor & Optimize
& RedHat & RedHat & RedHat
CodeReady Quay OpenShift
Context <>Source [Ellmage @Container
Binary
Repository
Tools
IDE Source Code Build Container Container Cluster
Management Automation Registry Orchestration
4 N
SCA SCA SYNoPsys DAST Data Encryption Fottaset
SAST SYNnopesys Image Risk Red Hat Config Management Data Protection ~ettase
. Config M t . edha Auth / RBAC Admission Control
Config Management ontig Managemen = —y—
ac ecrets Vau f i
Categorles. Seaieis Vel e CYBERARK SCA Secrets Vault e ek o Behavioral Analysis
Application Analysis SAST Authn / Authz Threat Defense
- Compliance Audit Loadi
Identity & Access IAST = i = I 0gging ‘ RedH
c i Synnpsys ompliance Controls SIEM ed Hat
ompliance DAST Network Visualization . .
orensics
Network Controls Image Risk ‘ Red Hat Traffic Controls COAR
BalalConuels Config Management Service Mesh Auto Resolution
Runtime Analysis e CYBERARK Secrets Vault CNI Plugins uto hesolutio
. S Host
Audit & Monitoring Provenance ‘ RedHat Packet Analysis ecure Hos
Remediation Compliance Audit
Platform Security

Network Policies

AP| Management

Container Platform
Isolation

Cluster Hardening



Red Hat, Zettaset, CyberArk, Synopsys

Phase

Context <»S

Tools

Categories:
Application Analysis
Identity & Access
Compliance
Network Controls
Data Controls
Runtime Analysis
Audit & Monitoring
Remediation

Platform Security

SYNoPSYS’

c CYBERARK

IDE

I

SCA
SAST
Config Management

Secrets Vault

cOps Solution

SCA
SAST
Config Management

Secrets Vault

Source Code
Management

SYNOPSYS'

e CYBERARK

SYNnopsys

e CYBERARK

SCA

Secrets Vault

[E]Image

Binary
Repository

Build
Automation

SCA
SAST
IAST
DAST
Image Risk
Config Management
Secrets Vault
Provenance
Compliance Audit

Network Policies

& RedHat

Quay

SYNoPsys

e CYBERARK

Container
Registry

SCA
Image Risk
Config Management
Secrets Vault

Authn / Authz

& RedHat

Compliance Controls

CNI Dlinine

KPI
Reduce Application security
issues discovered in test and
production

at

Cluster Hardening



Project: pipeline-demo

Pipeline Runs > Pipeline Run details
FE) rox-pipeline-vg7o3u o Faied Actions
@m pPip g

Details YAML  TaskRuns Logs Events

& Download | & Download all task logs | {3 Expand

& irisge-scan image-check

Image neilcar/docker-test:0.1.214 failed policy 'Fixable CVSS >= 7' (policy enforcement caused failure)
Description:
L Alert on deployments with fixable vulnerabilities with a CVSS of at least 7
Rationale:
L Known vulnerabilities make it easier for adversaries to exploit your
application. You can fix these high-severity vulnerabilities by updating to a
newer version of the affected component(s).

© image-check

This is policy SEC-9918-001, which specifies that builds cannot be promoted
until this issue is resolved.

Remediation:

L Use your package manager to update to a fixed version in future builds or speak

with your security team to mitigate the vulnerabilities.

Violations:
Fixable CVE-2015-5297 (CVSS 9.8) found in component 'pixman' (version 0.32.6-3), resolved by version 0.32.6-3+deb8ul
Fixable CVE-2015-5600 (CVSS 8.5) found in component 'openssh' (version 1:6.7pl-5+deb8u3), resolved by version 1:6.7pl-5+deb8u6
Fixable CVE-2015-8947 (CVSS 7.6) found in component 'harfbuzz' (version 0.9.35-2), resolved by version 0.9.35-2+deb8ul
Fixable CVE-2015-9290 (CVSS 9.8) found in component 'freetype' (version 2.5.2-3+deb8u2), resolved by version 2.5.2-3+deb8u3
Fixable CVE-2015-9381 (CVSS 8.8) found in component 'freetype' (version 2.5.2-3+deb8u2), resolved by version 2.5.2-3+deb8u4
Fixable CVE-2016-10009 (CVSS 7.3) found in component 'openssh' (version 1:6.7pl-5+deb8u3), resolved by version 1:6.7pl-5+deb8uf
Fixable CVE-2016-10012 (CVSS 7.8) found in component 'openssh' (version 1:6.7pl-5+deb8u3), resolved by version 1:6.7p1l-5+deb8ud
Fixable CVE-2016-10708 (CVSS 7.5) found in component 'openssh' (version 1:6.7p1-5+deb8u3), resolved by version 1:6.7p1-5+deb8uf




Project: pipeline-demo

Pipeline Runs > Pipeline Run details

rox-pipeline-vg7o3u o raied

Actions w
Details YAML TaskRuns Logs Events
A B c D E F G H |

330 CVE-2016-4610 9.8 libxslt in Apple iC libxslt 1.1.28-2+deb8ul 1.1.28-2+deb8ut RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev ik
331 CVE-2019-1106¢ 9.8 libxslt through 1. libxslt 1.1.28-2+deb8ul 1.1.28-2+deb8u< RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
Q| = CVE-2016-4609 9.8 libxslt in Apple iC libxslt 1.1.28-2+deb8ul 1.1.28-2+deb8ut RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
333 CVE-2016-7942 9.8 The XGetlmage libx11 2:1.6.2-3 2:1.6.2-3+deb8u RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
o 334 CVE-2016-7943 9.8 The XListFonts f libx11 2:1.6.2-3 2:1.6.2-3+deb8u RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev ik
335  CVE-2018-1460! 9.8 An issue was dis libx11 2:1.6.2-3 2:1.6.2-3+deb8u RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev ik
336 CVE-2018-1459 9.8 An issue was dis libx11 2:1.6.2-3 2:1.6.2-3+deb8u RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
ICVE-2015-5297I 9.8 An integer overfl pixman 0.32.6-3 0.32.6-3+deb8u’ RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev Iili
338 CVE-2017-1462. 9.8 ImageMagick 7.(imagemagick  8:6.8.9.9-5+debt 8:6.8.9.9-5+debt RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
339 CVE-2017-1313! 9.8 In ImageMagick imagemagick  8:6.8.9.9-5+debt 8:6.8.9.9-5+debt RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
340  CVE-2017-1462: 9.8 ImageMagick 7.(imagemagick  8:6.8.9.9-5+debt 8:6.8.9.9-5+debé RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
341 CVE-2017-1503: 9.8 ImageMagick ve imagemagick  8:6.8.9.9-5+deb8u10 RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
342 CVE-2017-1413i 9.8 ImageMagick 7.(imagemagick  8:6.8.9.9-5+deb8u10 RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
343 CVE-2017-1462 9.8 ImageMagick 7.(imagemagick  8:6.8.9.9-5+debt 8:6.8.9.9-5+debt RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
344 CVE-2019-1994: 9.8 In ImageMagick imagemagick  8:6.8.9.9-5+debt 8:6.8.9.9-5+deb¢ RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
345 CVE-2017-1453: 9.8 ImageMagick 7.(imagemagick  8:6.8.9.9-5+debt 8:6.8.9.9-5+debt RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
346 CVE-2015-9290 9.8 In FreeType befc freetype 2.5.2-3+deb8u2 2.5.2-3+deb8u3 RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev ik
347 CVE-2017-1693 9.8 parser.c in libxm libxmi2 2.9.1+dfsg1-5+d 2.9.1+dfsg1-5+d RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev ik
348 CVE-2017-7375 9.8 A flaw in libxmlI2 libxmiI2 2.9.1+dfsg1-5+d 2.9.1+dfsg1-5+d RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev lik
349  CVE-2017-7376 9.8 Buffer overflow il libxml2 2.9.1+dfsg1-5+d 2.9.1+dfsg1-5+d RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
350  CVE-2016-4448 9.8 Format string vu libxml2 2.9.1+dfsg1-5+deb8u4 RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
351 CVE-2019-1245! 9.8 file_copy_fallbac glib2.0 24211 2.42.1-1+deb8u’ RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
352 CVE-2018-1642: 9.8 In GNOME GLib glib2.0 24211 2.42.1-1+deb8u: RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
353  CVE-2016-9539 9.8 toolsttiffcrop.c in tiff 4.0.3-12.3+deb8u4 RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev ik
354  CVE-2017-9117 9.8 In LibTIFF 4.0.7, tiff 4.0.3-12.3+deb8u4 RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
355  CVE-2017-7546 9.8 PostgreSQL ver: postgresql-9.4  9.4.12-0+deb8u’ 9.4.13-0+deb8u’ RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev lik
356 CVE-2014-9939 9.8 ihex.c in GNU Bi binutils 2.25-5+deb8u1 RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
357 CVE-2017-7614 9.8 elflink.c in the Bi binutils 2.25-5+deb8u1 RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
358 CVE-2018-1269! 9.8 finish_stab in stz binutils 2.25-5+deb8u1 RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
359 CVE-2009-3546 9.3 The _gdGetColo libwmf 0.2.8.4-10.3+deb8u2 RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
360 CVE-2017-7544 9.1 libexif through 0. libexif 0.6.21-2 0.6.21-2+deb8uZ RUN set -ex; apt-get update; apt-get install -y --no-install-recommends autoconf automake bzip2 file g++ gcc imagemagick libbz2-dev libc6-dev it
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Red Hat, Zettaset, CyberArk, Synopsys

SYNoPSYS’

c CYBERARK

Phase

Red Hat
CodeReady

Context </>SRurce

Tools

IDE

SCA
SAST
- Config Management
Categorles: Secrets Vault
Application Analysis
Identity & Access
Compliance
Network Controls
Data Controls
Runtime Analysis
Audit & Monitoring

Remediation

Platform Security

cOps Solution

SCA
SAST

Config Management

Secrets Vault

Source Code
Management

SYNOPSYS'

e CYBERARK

SYNnopsys

e CYBERARK

SYNoPsys

SCA

e CYBERARK

Secrets Vault

& RedHat

Quay
Image
Binary
Repository
Build Container
Automation Registry

SCA
Image Risk

Config Management

SCA Secrets Vault
SAST Authn / Authz
IAST
DAST

Image Risk

Config Management

Secrets Vault
& RedHat
Provenance
Compliance Audit

Network Policies

SCA Re

Image Risk

Config Management
Authn / Authz
Secrets Vault

HSM
G

Compliance Audit

Compliance Controls

CNI Dlinine

& RedHat
OpenShift

@Container

Container
Orchestration

SYNoPSYs’
& RedHat

e CYBERARK

& RedHat

Pad
API

KPI

Percentage of deployments
stopped due to failed policies

at

Cluster Hardening



‘. vi pod.yaml 381
apiVersion: vl
kind: Pod
metadata:
name: security-context-demo
spec:
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- hame: sec-ctx-vol
emptyDir: {}
containers:
- hame: sec-ctx-demo

image: busybox
resources:

requests:
memory: "64Mi"
cpu: "250m"
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: sec-ctx-vol
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: falsel

-- INSERT --




apiVersion: vl
kind: Pod
metadata:

name: security-context-dem
spec:

securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000

volumes:

- hame: sec-ctx-vol
emptyDir: {}

containers:

- hame: sec-ctx-demo
image: busybox
resources:

requests:
memory: "64Mi"
cpu: "250m"
command: [ "sh",
volumeMounts:
- name: sec-ctx-vol
mountPath: /data/demo
securityContext:
allowPrivilegeEscalati

" n "

-c",

-- INSERT --

vi pod.yaml

-+ tmp kube-linter lint pod.yaml
KubeLinter 0.2.2

pod.yaml: (object: <no namespace>/security-context-demo /v1, Kind=Pod)
eck: no-read-only-root-fs, remediation: Set readOnlyRootFilesystem to true
namespace>/security-context-demo /v1, Kind=Pod)

limits for

pod.yaml: (object: <no
remediation: Set CPU
ation/manage-resources-containers/#requests-and-limits for details.)

requests and your container based on 1its

pod.yaml: (object: <no namespace>/security-context-demo /v1, Kind=Pod)

ements, remediation: Set memory requests and limits for your container based on 1its

/configuration/manage-resources-containers/#requests-and-limits for details.)

)

Error: found 3

» tmp I

lint errors

requirements.

(ch

Lh the container securityContext.)

(check: unset-cpu-requirements

requirements. Refer to https://kubernetes.io/docs/concepts/configur

(check: unset-memory-requir
Refer to https://kubernetes.io/docs/concepts
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Red Hat, Zettaset, CyberArk, Synopsys

KPI
Time to fix security issues

SCA
[t Secrets Vault

[E]Image

| Binary
Repository

e Build
nt Automation

SCA
SAST
IAST
DAST
Image Risk

Config Management

K Secrets Vault

Provenance

Compliance Audit

Network Policies

SYNoPsys

e CYBERARK

N J
& RedHat

Quay

Container
Registry

SCA
Image Risk
Config Management
Secrets Vault

Authn / Authz

& RedHat

SCA ‘ RedHat
Image Risk
Config Management
Authn / Authz
Secrets Vault

HSM

Compliance Audit
Compliance Controls
CNI Plugins

Network Policies

Data Encryption -
cettaset

Data Protection

Logging
Container Platform

& RedHat

Isolation

& RedHat
OpenShift

@Container

Container
Orchestration

Monitor & Optimize

Cluster

SYNoPsys e
Config Management
@ RedHat Auth / RBAC
Secrets Vault
e CYBERARK HSM

Compliance Audit

Compliance Controls

Network Visualization

‘ Red Hat Traffic Controls
Service Mesh
CNI Plugins

Packet Analysis

AP| Management

i N

Data Encryption
Data Protection
Admission Control
Behavioral Analysis
Threat Defense
Logging
SIEM
Forensics
SOAR
Auto Resolution

Secure Host

Container Platform

Isolation

Cluster Hardening



RISK
Default View

Y Add one or more resource filters

+ CREATE POLICY

32 DEPLOYMENTS Page 1 of1 ' > Reporting X
tekton-triggers- ) T )
webhook 05/24/2021 | 12:03:50PM  production openshift-pipelines 8
VIEW DEPLOYMENT IN NETWORK GRAPH
O reporting 05/24/2021 | 11:59:37AM  production medical 9
cektontri Policy Violations A
o CCON-IIEEErs 05/24/2021 | 12:03:52PM  production openshift-pipelines 1
controller )
Fixable CVSS >=7 (severity: High)
concourse-ci- .
postgresq| 06/04/202% ] 9:03:12AM production default . No resource requests or limits specified (severity: Medium)
tekton-pipelines- A ity:
pipelt 05/24/2021 | 12:03:14PM  production openshift-pipelines 16 90-Day Image Age (severity: Low)
controller
Docker CIS 4.1: Ensure That a User for the Container Has Been Created (severity: Low)
tekton-operator-proxy- . Ven o
05/24/2021 | 12:03:20PM  production openshift-pipelines 17
webhook
Latest tag (severity: Low)
O concourse-ci-web 06/04/2021 | 9:03:12AM ducti default 18
e | FREERERSD . Ubuntu Package Manager in Image (severity: Low)
O puppet-master 05/24/2021 | 11:59:30AM  production operations 21
Image Vulnerabilities A
O proxy 05/24/2021 | 11:59:38AM  production medical 24
Image "quay.io/rhacs-demo/reporting:latest” contains 137 CVEs with CVSS scores
GG plpalities ranging between 2.1 and 10.0
05/24/2021 | 12:03:14PM roduction openshift-pipelines 25
webhook ! P P Pip
openshift-pipelines- i i i ~
o P Pip 05/24/2021 | 12:02:39PM  production openshift-operators 29 ServicniConfiguration
operator
Secrets rhacs-demo-pull-pull-secret are used inside the deployment
O wordpress 05/24/2021 | 11:59:35AM  production frontend 31

tekton-triggers-core-

No capabilities were dropped



& Dockerfile.reporting M X
32 DEPLOYMENTS

demo > demo-images > @ Dockerfile.reporting > @ USER

Name

, tekton-triggers- You, seconds ago

= FROM debian:10

reporting

& tekton-triggers- "
controller US ER repo rt lng

_ concourse-ci-
" postgresq|l

controller

_ tekton-pipelines- 5 COPY ——from=netflow /bin/entrypoint /bin/entrypoint

tekton-operator-pr
~ webhook

RUN chmod +x /bin/entrypoint

O concourse-ci-web

O puppet-master ' RUN touch / repo rt ing

O proxy

_ tekton-pipelines-
webhook

_ openshift-pipelines® 5 5
( 05/24/2021 | 12:02:39PM  production openshift-operators
operator

Secrets rhacs-demo-pull-pull-secret are used inside the deployment
O wordpress 05/24/2021 | 11:59:35AM  production frontend

No capabilities were dropped

tekton-triggers-core-
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