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Comprehensive DevSecOps with Red Hat
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Infrastructure 
Container and kubernetes 

Automation and management
Application development

Hosted offerings

Certified containers and operators
Secure the entire lifecycle

Automate security operations center
IBM collaboration

Red Hat Partner ecosystem

Enhance and extendSecure open hybrid cloud technologies

Red Hat Training and Certification

+
Culture, process, and implementation

Red Hat Consulting | Red Hat Open Innovation Labs | Managed services & partner consulting | Managed services
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DevSecOps Culture
“Culture eats strategy for breakfast” 

Eliminate silos. Promote 

collaboration and teamwork. 

Provide visibility into Ops 

tools. Transparency = Trust.

Transparency

Integrate security staff into 

the DevOps teams with a core 

responsibility for DevSecOps 

expertise and ownership.

Security Expertise

Automate security at every 

point in the lifecycle without 

sacrificing speed and agility.

Automate Security

Everyone is responsible for 

security. Define and measure 

KPIs throughout the pipeline.

Shared Goals

Train developers on secure 

coding practices. 

OWASP Top 10, CVE, CWE.

Training

Look for the most optimal 

balance of accuracy, speed, 

and efficiency in your 

environment.

Speed and Accuracy Balance

Focus on Critical & High 

vulnerabilities. Trying to 

resolve every vulnerability is 

not practical and a time sink.

Risk Focus
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Reduce Application security 
issues discovered in test and 

production

Time to fix security issuesPercentage of deployments 
stopped due to failed policies

Shared Goals / KPIs
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Application Analysis Identity & Access Mgmt

Data Controls Runtime Analysis & Protection

Network Controls

RemediationAudit & Monitoring

Compliance

Identity & Access Mgmt9

Platform Security

DevSecOps 
Framework 
Categories
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Audit & Logging
CNI Plugins, Network Policies, Traffic 
Controls, Service Mesh, Visualization, 
Package Analysis, API Management

Compliance
Data Protection and Encryption

ement
Cluster Monitoring, SIEM, Forensics

Compliance
Admission Controller, Application Behavior 

Analysis, Threat Defense

Remediation
Regulatory Compliance Audit, Compliance 

Controls/Remediation

Container Contents
SAST, SCA, IAST, DAST, 

Config Management,  
Image Risk

Network Controls
Auth, RBAC, Secrets Vault, Provenance, HSM

SOAR, Automatic resolution

Application Analysis Identity & Access Mgmt

Data Controls Runtime Analysis & Protection

Network Controls

RemediationAudit & Monitoring

Compliance

Secure Host, Container Platform, Namespace,  Isolation, k8s & Container Hardening
Platform Security

Network Controls
Authn, Authz, Secrets Vault, HSM, 

Provenance

Identity & Access Mgmt34DevSecOps 
Framework 
Methods
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Secure Host, Container Platform, Namespace Isolation, k8s & Container Hardening

                     Platform
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Audit & Logging
CNI, Policies, Traffic Controls, Service Mesh, 

Packet Analysis, API, Visualization

Compliance
Data Protection and Encryption

Identity & Access Management
Cluster Monitoring, SIEM, Forensics

Container Contents
SAST, SCA, IAST, DAST, Config Mgmt, Image Risk

Compliance
Admission Control, Behavioral, Threat Defense

Remediation
Regulatory Compliance Audit & Controls

Network Controls
Auth, RBAC, Secrets Vault, Provenance, HSM

Data Encryption
SOAR, Automatic resolution

Application Analysis Identity & Access Mgmt

Data Controls Runtime Analysis

Network Controls

RemediationAudit & Monitoring

Compliance

Network Controls
Authn, Authz, Secrets Vault, HSM, Provenance

Application Analysis Identity & Access

Partners & 
Use Cases

Partners Extend and 
Enhance Red Hat 
functionality to

Secure the entire 
DevOps Lifecycle 

and 
solve critical use cases

#securitysymposium



 ContainerImage Source

Monitor & OptimizeOperateDeployReleaseTestBuildCode

DevSecOps Lifecycle and Security Methods

Container 
Orchestration

Container 
Registry

Build
Automation

Binary 
Repository

Source Code 
ManagementIDE Cluster

Phase

Context

Tools

Automation

SCA

Compliance Audit

Network Policies

DAST

IAST

SAST

SAST

SCA

Secrets Vault

SCA

Secrets Vault

Traffic Controls

SOAR

SIEM

Secrets Vault

Secrets Vault

Network Policies

Security 
Methods

Secrets Vault

Authn / Authz

Authn / Authz

SCA

Authn / Authz

SCA

Secrets Vault

Provenance

CNI Plugins

Service Mesh

CNI Plugins

Compliance Audit

HSM

HSM

Compliance Controls

Compliance Audit

Data Encryption

Data Protection

Monitoring

Forensics

Monitoring
Auto Resolution

Data Encryption

Data Protection

API Management

Secrets Vault

Network Visualization 

Config Management

SAST

SCA

Admission Control

Threat Defense

Behavioral Analysis

Secure Host

Container Platform

Cluster Hardening

Isolation

DAST

Container Platform

Isolation

Image RiskImage Risk

Image Risk

Application Analysis

Identity & Access

Compliance

Network Controls

Data Controls

Runtime Analysis

Remediation

Audit & Monitoring

Categories

Platform Security

Compliance Controls

Packet Analysis

Network Policies

Authn / Authz

Authn / Authz

Authn / Authz

Authn / Authz

Config Management

Config Management
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ContainerImageSource

Monitor & OptimizeOperateDeployReleaseTestBuildCode

Container 
Orchestration

Container 
Registry

Build
Automation

Binary 
Repository

Source Code 
ManagementIDE Cluster

Phase

Context

Tools

Joint Solution: TEMPLATE (w/ACS)
Network PoliciesSCA

Secrets Vault

Authn / Authz

Secrets Vault

CNI Plugins

Compliance Audit

Monitoring

Container Platform

Isolation

Traffic Controls

SIEM

Secrets Vault

Authn / Authz

Service Mesh

CNI Plugins

Compliance Audit Monitoring

Forensics

Secure Host

Container Platform

API Management
Cluster Hardening

Network Visualization 

Isolation

DAST

IAST

SAST

Secrets Vault

Network Policies

SCA

Provenance

Compliance Audit

SCA

SAST

Secrets Vault

SCA

Secrets Vault

Authn / Authz

Application Analysis

Identity & Access

Compliance

Network Controls

Data Controls

Runtime Analysis

Remediation

Audit & Monitoring

Categories:

Platform Security

SAST

DAST

SCA

SCA

Secrets Vault

Config Management

HSM

Data Encryption

Data Protection

Data Encryption

Data Protection

HSM

Admission Control

Threat Defense

Behavioral Analysis

Image Risk

Image Risk

Image Risk

SOAR

Auto Resolution

Compliance Controls

Packet Analysis

Compliance Controls

Automation

Config Management

Config Management

Config Management

Config Management

Authn / Authz

Authn / Authz Authn / Authz

Authn / Authz

Network Policies



Red Hat, ACS, Zettaset, CyberArk, Synopsys 
DevSecOps Solution

ContainerImageSource

Monitor & OptimizeOperateDeployReleaseTestBuildCode

Container 
Orchestration

Container 
Registry

Build
Automation

Binary 
Repository

Source Code 
ManagementIDE Cluster

Phase

Context

Tools

Network PoliciesSCA

Secrets Vault

Authn / Authz

Secrets Vault

CNI Plugins

Compliance Audit

Logging

Container Platform

Isolation

Traffic Controls

SIEM

Secrets Vault

Auth / RBAC

Service Mesh

CNI Plugins

Compliance Audit Logging

Forensics

Secure Host

Container PlatformAPI Management

Cluster Hardening

Network Visualization 

Isolation

DAST

IAST

SAST

Secrets Vault

Network Policies

SCA

Provenance

Compliance Audit

SCA

SAST

Secrets Vault

SCA

Secrets Vault

Authn / AuthzApplication Analysis

Identity & Access

Compliance

Network Controls

Data Controls

Runtime Analysis

Remediation

Audit & Monitoring

Categories:

Platform Security

SAST

DAST

SCA

SCA

Secrets Vault

Config Management

HSM

Data Encryption

Data Protection

Data Encryption

Data Protection

HSM

Admission Control

Threat Defense

Behavioral Analysis

Image Risk

Image Risk

Image Risk

SOAR

Auto Resolution

Compliance Controls

Packet Analysis

Compliance Controls

Config Management

Config Management

Config Management

Config Management

Config Management



Red Hat, Zettaset, CyberArk, Synopsys 
DevSecOps Solution

ContainerImageSource

Monitor & OptimizeOperateDeployReleaseTestBuildCode

Container 
Orchestration

Container 
Registry

Build
Automation

Binary 
Repository

Source Code 
ManagementIDE Cluster

Phase

Context

Tools

Network PoliciesSCA

Secrets Vault

Authn / Authz

Secrets Vault

CNI Plugins

Compliance Audit

Logging

Container Platform

Isolation

Traffic Controls

SIEM

Secrets Vault

Auth / RBAC

Service Mesh

CNI Plugins

Compliance Audit Logging

Forensics

Secure Host

Container PlatformAPI Management

Cluster Hardening

Network Visualization 

Isolation

DAST

IAST

SAST

Secrets Vault

Network Policies

SCA

Provenance

Compliance Audit

SCA

SAST

Secrets Vault

SCA

Secrets Vault

Authn / AuthzApplication Analysis

Identity & Access

Compliance

Network Controls

Data Controls

Runtime Analysis

Remediation

Audit & Monitoring

Categories:

Platform Security

SAST

DAST

SCA

SCA

Secrets Vault

Config Management

HSM

Data Encryption

Data Protection

Data Encryption

Data Protection

HSM

Admission Control

Threat Defense

Behavioral Analysis

Image Risk

Image Risk

Image Risk

SOAR

Auto Resolution

Compliance Controls

Packet Analysis

Compliance Controls

Config Management

Config Management

Config Management

Config Management

Config Management

KPI
Reduce Application security 
issues discovered in test and 

production







Red Hat, Zettaset, CyberArk, Synopsys 
DevSecOps Solution

ContainerImageSource

Monitor & OptimizeOperateDeployReleaseTestBuildCode

Container 
Orchestration

Container 
Registry

Build
Automation

Binary 
Repository

Source Code 
ManagementIDE Cluster

Phase

Context

Tools

Network PoliciesSCA

Secrets Vault

Authn / Authz

Secrets Vault

CNI Plugins

Compliance Audit

Logging

Container Platform

Isolation

Traffic Controls

SIEM

Secrets Vault

Auth / RBAC

Service Mesh

CNI Plugins

Compliance Audit Logging

Forensics

Secure Host

Container PlatformAPI Management

Cluster Hardening

Network Visualization 

Isolation

DAST

IAST

SAST

Secrets Vault

Network Policies

SCA

Provenance

Compliance Audit

SCA

SAST

Secrets Vault

SCA

Secrets Vault

Authn / AuthzApplication Analysis

Identity & Access

Compliance

Network Controls

Data Controls

Runtime Analysis

Remediation

Audit & Monitoring

Categories:

Platform Security

SAST

DAST

SCA

SCA

Secrets Vault

Config Management

HSM

Data Encryption

Data Protection

Data Encryption

Data Protection

HSM

Admission Control

Threat Defense

Behavioral Analysis

Image Risk

Image Risk

Image Risk

SOAR

Auto Resolution

Compliance Controls

Packet Analysis

Compliance Controls

Config Management

Config Management

Config Management

Config Management

Config Management

KPI
Percentage of deployments 

stopped due to failed policies







Red Hat, Zettaset, CyberArk, Synopsys 
DevSecOps Solution

ContainerImageSource

Monitor & OptimizeOperateDeployReleaseTestBuildCode

Container 
Orchestration

Container 
Registry

Build
Automation

Binary 
Repository

Source Code 
ManagementIDE Cluster

Phase

Context

Tools

Network PoliciesSCA

Secrets Vault

Authn / Authz

Secrets Vault

CNI Plugins

Compliance Audit

Logging

Container Platform

Isolation

Traffic Controls

SIEM

Secrets Vault

Auth / RBAC

Service Mesh

CNI Plugins

Compliance Audit Logging

Forensics

Secure Host

Container PlatformAPI Management

Cluster Hardening

Network Visualization 

Isolation

DAST

IAST

SAST

Secrets Vault

Network Policies

SCA

Provenance

Compliance Audit

SCA

SAST

Secrets Vault

SCA

Secrets Vault

Authn / AuthzApplication Analysis

Identity & Access

Compliance

Network Controls

Data Controls

Runtime Analysis

Remediation

Audit & Monitoring

Categories:

Platform Security

SAST

DAST

SCA

SCA

Secrets Vault

Config Management

HSM

Data Encryption

Data Protection

Data Encryption

Data Protection

HSM

Admission Control

Threat Defense

Behavioral Analysis

Image Risk

Image Risk

Image Risk

SOAR

Auto Resolution

Compliance Controls

Packet Analysis

Compliance Controls

Config Management

Config Management

Config Management

Config Management

Config Management

KPI
Time to fix security issues







linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat
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Thank you
Red Hat is the world’s leading provider of enterprise 

open source software solutions. Award-winning 

support, training, and consulting services make 

Red Hat a trusted adviser to the Fortune 500.


